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Over the past decade, industrial control systems have experienced a massive integration with information
technologies. Industrial networks have undergone numerous technical transformations to protect operational
and production processes, leading today to a new industrial revolution. Nowadays, indeed, industrial control
devices are one of the major targets for hackers due to their exposure to threats: the principle of “air gaps”
(disconnecting the industrial control network from the operational networks) is not anymore feasible in a
connected world. Despite the importance of protecting such systems, cybersecurity related issues have not
been given due consideration.
The goal of this project is to improve the security and the resilience of cyber physical systems by exploiting
early detection and risk analysis. The research project will fall in the cross-cutting edges among control
engineering, cybersecurity, and machine learning. The application area will be focused on digital control
systems operated over communication networks prone to cyber-attacks.
The research will focus on developing novel system analysis and design methodologies that jointly consider
both the risk (i.e., impact and cascading effects) and detectability of attacks under uncertainties. It will exploit
model-based approaches related to fault diagnosis and data-driven solutions such as machine learning. The
developed methods shall support the design of anomaly detection and control algorithms for improving
security and resilience. These algorithms will be validated by simulation and on experimental testbeds.

Specific Information:
Applicants must hold a master’s degree, preferably in Engineering, with a good background in relevant areas
of interest (i.e., Cybersecurity, Control Engineering, Computer Systems and Networks, Automation, and
Machine Learning). Solid mathematical and coding skills are encouraged. Proficiency in both spoken and
written English is required. The candidate should have the ability to work independently and to collaborate
with teams. A positive attitude to problem solving for complex systems is strongly required.
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Project funded by the Hosting Institution
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Study and research period outside the Hosting Institution:
•
•
•
•

Period length: up to 6 months;
University of Coimbra – Centre for Informatics and Systems
Polo II, Pinhal de Marrocos, 3030-290 Coimbra, Portugal
https://www.uc.pt – https://www.cisuc.uc.pt/
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