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A smart city is a place where traditional networks and services are made more efficient with the use of digital 
solutions for the benefit of its inhabitants and business. From the perspective of automation and control, three 
key aspects are particularly relevant in this context. a) Smart cities are examples of large-scale distributed 
plants whose overall behaviour derives from the interaction of multiple agents and where monitoring and 
control can only be enforced in a decentralized fashion. b) Different heterogeneous services co-exist and 
interact with each other: this requires adopting very general models, capable of describing hybrid systems, 
characterized by both time-driven and event-driven dynamics. c) To ensure the secure behaviour of the overall 
systems while satisfying privacy concerns even in the presence of malicious attacks, it is necessary to 
implement and manage a high-level infrastructure capable of monitoring the overall behaviour of the system. 

 

The objective of this thesis is that of addressing the issue of security and privacy in smart cities with a unifying 
approach that is not service-dependent but could be applied in different applicative domains. The reference 
paradigm that will be adopted for the modelling and analysis is that of cyber-physical systems, which integrate 
sensing, computation, control and networking into physical objects and infrastructure, connecting them to the 
Internet and to each other. 

 

The approach that will be adopted is that of extending to the more general setting of cyber-physical systems 
recent approaches, that have been developed by the discrete-event systems community to addresses 
problems of fault diagnosis, privacy analysis and enforcement, and resilience to cyber-attacks. The proposed 
methodologies will be developed in view of enabling their technology transfer toward a platform that could 
be used by local administrations to offer these new services to users. 

 

Specific Information: 

The candidate PhD student should have a master’s or equivalent degree in the area of Information Engineering, 
with a good background in Control Systems.  
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